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The data breach response flowchart  
The following flowchart summarises the general steps that entities may need to take in a data 
breach response process.  

As each data breach is a unique event that involves different root causes, types of personal 
information, and risks of harm, the steps and actions required of entities are likely to differ for each 
incident.  

Every data breach needs to be dealt with on a case-by-case basis, with an understanding of: 

• the risks posed to affected individuals by that breach and; 
• the actions that would be most effective in reducing or removing those risks.  

Generally, the actions taken following a data breach should follow four key steps: 

Step 1: Contain the data breach to prevent any further compromise of personal information. 

Step 2: Assess the data breach by gathering the facts and evaluating the risks, including potential 
harm to affected individuals and, where possible, taking action to remediate any risk of harm. 

Step 3: Notify individuals and the Commissioner if required. If the breach is an ‘eligible data 
breach’ under the NDB scheme, it may be mandatory for the entity to notify. 

Step 4: Review the incident and consider what actions can be taken to prevent future breaches. 

These steps are explained in further detail in Part 3 of this guide, and the steps that are required by 
the NDB scheme (coloured red) are explained in Part 4.  
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